FOUO

FOUO
TSWG CISCO VPN Client Documentation


TSWG CISCO VPN Client
Installation, Configuration, and Operating Instructions

[image: image1.png]


  [image: image2.png]VPN CLIENT

Copyright © 1365-2003 Cisca Systems, nc

Cisco Srsremus





Table of Contents
3TSWG CISCO VPN Client Installation Instructions


7TSWG CISCO VPN Client Configuration Instructions


9TSWG CISCO VPN Client Operating Instructions




TSWG CISCO VPN Client Installation Instructions

IMPORTANT:

You must uninstall any existing VPN client software (I.e Symantec Raptor Mobile) on your personal computer before installing the CISCO VPN Client software.  Failure to uninstall any existing VPN client software can lead to system instability.

Step 1:   Print out and follow these instructions if desired.
Step 2:   Download the CISCO VPN Client from the TSWG User’s Only section of the TSWG.GOV public website (you will be required to logon with your existing username and password).  

Step 3:  Navigate to the “Remote Connections” section of the web page.  Download the CISCO VPN Client 4.x by selecting the download button. The download is a “MSI” file.

Internet Explorer will ask if you want to open or run the file. 

If you have Internet Explorer 5.x or earlier, select “Run this program from its current location” and click “OK.”  The file will download and the windows installer program will begin.

or

If you have Internet Explorer 6 or later, click on the “Open” button (See Figure 1 below).  You may also be prompted with a Security Warning window which asks if you want to install and run the file.  If this window appears, click “Yes” to run the file.

or

Select “Save” to copy the CISCO VPN Client MSI file to your computer for future use.
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Figure 1 - Internet Explorer 6 or Later

Step 4:  If you selected open or run from the current location, the Windows Installer program will automatically begin the installation process.  If you download the MSI file then you will need to locate the file and execute it to begin the installation.  
Step 5:  The VPN Client Setup will initialize and install itself.
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Step 6:  You may see a “Digital Signature Not Found” window.  If this appears, click “Yes” to continue the installation.
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Step 7:  The VPN software will update your network settings.  This may take a while, depending on the speed of your machine.
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Step 8:  You may see another “Digital Signature Not Found” window.  If this appears, click “Yes” to continue the installation.
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Step 9:  Once the installation has completed, click “Finish” to reboot your PC.
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TSWG CISCO VPN Client Configuration Instructions

Step 1:   Print out and follow these instructions if desired.
Step 2:   Open the CISCO VPN Client application.  The application shortcut can be found under Start / Programs / Cisco Systems VPN Client / VPN Client.  The CISCO VPN Client dialog box will open (See Figure 1).
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Figure 3 - VPN Client Dialog Box

Step 3:  Select “New.”  The “Create New VPN Connection Entry” dialog box will open.  

Enter the following Information (See Figure 2).


Connection Entry:  
TSWG


Description:

TSWG LAN


Host:


63.94.86.200

Select “Group Authentication.”


Name:


VPN_USERS


Password:

abcdefghijklmnopqrstuvwxyz
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Figure 4 - Configure VPN Client

Step 4:  Click “Save.”  You will be returned to the Main Screen of the VPN Client, which will now contain an entry for the TSWG VPN Tunnel (See Figure 3).
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Figure 5 - TSWG VPN Tunnel

Step 5:  You have successfully completed the configuration of the TSWG CISCO VPN Client.  Refer to the section entitled “TSWG CISCO VPN Client Operating Instruction” to learn how to connect to the TSWG LAN.

TSWG CISCO VPN Client Operating Instructions

Step 1:  Open the CISCO Client VPN application, which is found in your program menu.  The Main Menu will appear.  With the TSWG Connection highlighted (or in Bold print), select “Connect” (See Figure 1).    The Window will inform you that it is “Contacting the Security Gateway at 63.94.86.200 and establishing a secure communications channel.
Once the secure channel is successfully established, the window will be automatically minimized.  An icon that looks like a lock will appear in the lower right corner of your desktop.

Step 2:  At this point you should access the TSWG Remote Terminal Server to gain access to the TSWG LAN.  You can access the Remote Terminal Server it two ways:

1. Open Internet Explorer and type in the URL http://remote.tswg.gov.  You will be directed to the Terminal Server connection page.  Click connect and logon to the Terminal Server with your current network credentials (username and password).  At this point you will have access to all resources as you do from your local desktop.
or 

2. Open the Remote Desktop Connection Client and configure it to connect to Remote.TSWG.gov.  

Step 3:  To disconnect from you VPN session right click on the “lock” icon and select “disconnect.”
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